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NuTAP-311 OVERVIEW

NuTAP-311 is a portable network TAP device. Embedded
with 2 Network Ports and 2 Monitor Ports, NuTAP-311 can
monitor and redirect any data streams flow through it.

Network TAP is a hardware device/software that allows
monitoring data flows in a network environment dynamically
without any interference.

As mentioned above, NuTAP-311 is embedded with 2
Network Ports and is capable of monitoring all data flows
between two network points. All data traffic flows between
NuTAP-311’s Network Port AO and Al can be brought out
for further analysis and research dynamically and without
intervening network environment.

NuTAP-311 is embedded with 4 Configuration Buttons
and 4 Operation Buttons, allowing users to configure test
criteria and make NuTAP-311 system settings. Also, the LCD
screen located on NuTAP-311's front panel makes it easy to
view test statistics and system information easily.

Also, you can configure test criteria and make NUTAP-311
system settings with Web Browser (by connecting
NuTAP-311’s Management Port to a network where a PC is
located), HyperTerminal (by connecting NuTAP-311's
Console Port to PC's Serial Port via a RJ45-to-USB cable),
and NuSet-MiniTAP (by connecting NUuTAP-311's Mini-USB
Port with PC’s USB Port).

NuTAP-311 is a compact, lightweight, and highly
cost-effective device that provides 3 different filters for users
to choose: Forwarding Filter, Re-Direct Filter, and
Capture Criteria. All these filters are powered by Xtramus
SDFR (Self-Discover Filtering Rules), which makes packet
capturing/filtering over Ethernet easy and convenient.
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KEY FEATURE OF NuTAP-311

e Filter and redirect TAP streams to monitor port by SDFR
technique which can ease the loading of monitor PC

e SDFR (Self-Discover Filtering Rules), a set of filtering
rules including Destination Address, Source Address,
VLAN, Destination IP, Source IP, Destination Port, and
Source Port

e 2 Network Ports and 2 Monitor Ports of 10/200/1000
Mbps RJ45 Ethernet port

e 1 Management Port which allows users to make system
management/test settings and view test statistics via
Web Browser

e 1 Console Port which allows users to make system
management/test settings and view test statistics via
HyperTerminal

e 1 Mini-USB Port which allows users to configure test
variables, access test results, and upgrade
firmware/FPGA via NuSet-MiniTAP

e Both Network Ports support Universal Stream Counter
(USC), each USC can contain up to 256 sets of statistics
(up to 48-bits) including Packets, Bytes, Packet
Broadcast, CRC Error, IPCS Error, Packet Multicast, and
Transferring Rate

o NuSet-MiniTAP, a utility software designed for
NuTAP-311 and runs under Windows® environment.
When connecting NUuTAP-311 with your PC via a Mini
USB cable, it allows users to:

Upgrading NuTAP-311's firmware and FPGA

Monitoring data flows in the network environment

Configuring test settings and accessing test results

Setting 2 sets of Session Filter including Port A —

Port B and Port B — Port A

Setting SDFR (Self-Discover Filtering Rules).

SDFR is a set of filtering rules including Packets,

Bytes, Packet Broadcast, CRC Error, IPCS Error,

Packet Multicast, and Transferring Rate
> Supports multi-language User Interface including

Simplified Chinese and English

e Embedded with control buttons and LCD display screen

that allow users to set test criteria and view test statistics
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NuTAP-311 SPECIFICATION

Model Name
NuTAP-311
Ports
Network Port Network Port A0 |10/100/1000 Mbps Full Ethernet RJ45 Port|Network Port A1| 10/100/1000 Mbps Full Ethernet RJ45 Port
Monitor Port Monitor Port M0 |10/100/1000 Mbps Full Ethernet RJ45 Port| Monitor Port M1 | 10/100/1000 Mbps Full Ethernet RJ45 Port
Console Port 1 x 38400 bps RJ45 Port for System Management via HyperTerminal
Mini-USB Port 1 x Mini-USB Port for System Management via NuSet-MiniTAP
Management Port 1 x 100 Mbps RJ45 Port for System Management via Web Browser
Power Jack 1 x 12V DC Power Jack
LEDs, Button & LCD
System Status » Power » SYS » Remote
Network Port A0 — Al Utilization Status LEDs from 0% to 100%
Utilization Status MO — M1 Utilization Status LEDs from 0% to 100%
LEDs Monitor Port MO/M1 | Monitor Port MO »  Link/Act » Speed
Status Monitor Port M1 »  Link/Act »  Speed
Network Port AO/A1 |Network Port AO »  Link/Act »  Speed
Status Network Port Al »  Link/Act »  Speed
Short Cut Menu Status|LEDs that display the current displayed menu for Monitor Ports and Network Ports
Buttons Configurgtion Buttons |3 . > > > .
Operation Buttons |» PgUp A » PgDnVv » Clear All Counters » Restore to Default
LCD 4 x 20 characters LCD that displays test criteria, statistics, and system information

Filter Description/Criteria

NuTAP-311 filter redirects only the packets that meets user-defined SDFR (Self-Discover Filtering Rules)

Description |All packets transferring between Network Port A0 and Al that meet filter criteria will be filtered out or let through
SDFR > Destination Address » Source Address »  Destination IP »  Source IP

All packets transferring between Network Port AO and Al that meet filter criteria will be re-directed to the

Forwarding Filter

Re-Direct Filter DeseriPlion | monitor Pori(s)
SDFR > Destination Address » Source Address » VLANID »  Destination IP
> Source IP » _ Destination Port »  Source Port

All packets transferring between Network Port AO and Al that meet filter criteria will be captured and stored in

Description NuTAP-311’s memory buffer.

Capture Criteria

SDFR P> Destination Address »  Source Address »  Destination IP »  Source IP
. » Broadcast » Multicast »  Unicast
MAC (Data-Link Layer) |, \\ > QinQ (Double VLANTAG) > CRC Error
Filter Protocol > ARP > IPv4 > IPv6
Network (Network Layer) | oyp > IPCS Error > Pattern Check
Protocol (Transport Layer) » TCP » UDP » FTP > RTP

Packet Capturing Mode

All packets transferring between Network Port AO and Al that meet filter criteria will be filtered and stored in NuTAP-311's
memory buffer. System will stop storing new data once the memory buffer is full.

Capture-and-Stop

All packets transferring between Network Port AO and Al that meet filter criteria will be filtered and stored in NUTAP-311's

Real-Time memory buffer. System will keep overwriting old data with new data.
Packet Header Editing
: » DAJ/SA (Destination/Source Address) »  Time Stamp
Header Adding » VLAN TAG » IP Header: UDP Header, IP Fragment
Hardware
Temperature >  Operating: 0 °C~ 40 °C (32 °F~ 104 °F) >  Storage: 0 °C~ 50 °C (32 °F~ 122 °F)
Humidity Operating: 0% ~ 85% RH >  Storage: 0% ~ 85% RH

(non-condensing)

Dimension 176 mm X 86 mm X 32.6 mm

Net Weight Approx. 530g
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FUNCTION DESCRIPTION OF NuTAP-311

With its intuitive control panel, LCD and LED-indicators, NUTAP-311 is easy to operate. Please refer to the pictures down below for
more information.

NuTAP-311 Ports

o 0O 0>

Description
A 38400 bps RJ45 Console Port for system management via HyperTerminal
B |Mini-USB Port for system management via NuSet-MiniTAP
C|100 Mbps RJ45 Management Port for system management via web browser
D
E
F

12V DC Power Jack
10/100/1000 Mbps Full Ethernet RJ45 Network Port A0/A1
10/100/1000 Mbps Full Ethernet RJ45 Monitor Port MO/M1

NuTAP-311 Front Panel

A B ¢ G H

D E F
Description Description
A|NUTAP-311 LCD Display Screen Enter the Main Menu(*) or
B |System Status LEDs Return to the previous Menu
C|Network Port Utilization Status LEDs G | Configuration Move the select cursor up
D|Monitor Port MO/M1 Status LEDs Buttons Move the select cursor down
E [Network Port AO/A1 Status LEDs Execute the selected selection
= Network/Management Port Short Cut Accessing NetworkiManagement Port
| W
Menu Status LEDs Pg Up A |Short Cut Menu, or move the select
cursor UP

Accessing Network/Management Port
Operation | Pg Dn ¥ |Short Cut Menu, or move the select
Buttons cursor Down
Clear All |Press and hold this button for 3
Counters |seconds to clear all counters
Restore |Press and hold this button for 3
to Default|seconds to set all settings to default
*Menu will be displayed on the LCD screen.
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TECHNICAL TERMS & APPLICATION

SDFR
SDFR (Self-Discover Filtering Rules) is a technology
that makes packet capturing/filtering over Ethernet easy
and convenient.

SDFR'’s User- friendly interface can display values such
as Source |P, Destination IP and so on. All these values
(one single value or a specific range of values) can be
input directly without calculating mask.

All captured packets are displayed in real-time without
intervening network flow, and SDFR values can be
changed dynamically during capture procedure.

SDFR parameters include filter of Layer 2 Destination
MAC Address, Source MAC Address, VLAN ID, Layer 3
Destination |IP Address, Source IP Address, Destination
Port, and Source Port. Each filter is independent and
can be activated in any combinations.

Forwarding Filter

As shown in the figures down below, transmitted packets
from Network Port AO to Al (or the other way around) that
meet the criteria set in Forwarding Filter will be filtered out
or through.

Packet Forward Filters

Network Network
Port #0 Port #1

SDFR - Dastination IP Fliter '
SOFR - Source IP Filtar '

Packst type | Protocols Filter '
SDFR - MAC_DA Filtor '
P

| SOFR - MAC_SA Filter N ————
- Broadeast | Multicas! / Unicast SOFR - Destination 1P Ellter '
- CRC / IP Chacksum Error SDFR Filtering
- IP/1Pv6 [ ICMP / ARP -Mode 0:1P1 S (N) S P2
TR UDE T ETR SDFR - Sourca IP Filter '

- Mode 1:(N)=IP1 or (N)=IP2

Capture Criteria

Transmitted packets from Network Port AO to Al (or the
other way around) that meet the criteria set in Capture
Criteria will be captured and stored in NuTAP-311's buffer

memory.
Packet Capture Criteria
Network Network
Port #0 Port #1

{le ]

%

- Broadcast / Mulficast / Unicast
- CRC ! IP Checksum Erfor

—————
Packet type / Protocols Fitte ' " -IP/IPvB ] ICMP / ARP
e A - .TCP/UDRIFTP

Packet type / Protocols Filter Fiter ' T
| ineing
' -Mode 0: DAT S (N) S DAZ
SOFR - MAC_DA Filter r‘:ﬂm '

-Mode 1 (N)=DA1 or (N}=DAZ
SDFR - MAC_SA Filter ' m

i

"

SDFR - Destination IP Filter ' T Capture Buffers
SDFR - Sourc IP Fiter '
Capture Buffers

Re-direct Filter
Xtramus Technologies

As shown in the figures down below, transmitted packets
from Network Port AO to Al (or the other way around) that
meet the criteria set in Re-direct Filter will be captured by
NuTAP-311 and transferred to Monitor Port(s) judging by
its settings (Aggregate, Segregate, or Multi-Mirror).

Packet Re-direct Criteria
Network Network
Port #0 Port #1
ﬂ £ ﬂ r
e V-
( T — -
A e Broadcast | Mullicast / Unicast
L - Broadcast / Multicast / Unicast
w P oot ) _— -CRC / IP Checksum Error
SorR-MAC DAFBe: L - IP/IPvS /ICMP | ARP Add Exira DA.SA D,
' -TCP { UDP | FTP Tlma _Stamp,CRC by requested

Packet 1 Protocols Fiter
] _w_" Tt
n Fiter ,

T SorR - MAC_sAFhe 7
Murmor
“SDFR - Destinaton IP Filler I Headers Add Pnrt #B
s ]

snm Fillaing

~Mode 0 SA1 = (N) = Monitor

Mode 1 (NJ-SA1 of (-Sa2 Heasershgs e p ot
Aggregate, Segregate and Multi-mirror support

Aggregate

As shown in the figures down below, transmitted packets
from Network Port AO to Al (or the other way around) that
meet the criteria set in Re-Direct Filter will be captured and
transferred to ONE designated Monitor Port.

Captured and sent Monitor Port M0

to ONE designated .
Monitor Port

-

Network Port Pa°"et Flow Network Port
A0 Al

Segregate

Transmitted packets between Network Port AO and Al that
meet the criteria set in Re-Direct Filter will be captured and
transferred to ONE designated Monitor Port judging by the
direction of packet-transmitting flow (AO—A1 or A1—AQ0).

Captured and transferred to ONE Monitor Port M0

designated Monitor Port judging by the .
direction of packet-transmitting flow (
-

O o Packet Flow — O
Network Port Network Port
A0 A1l

Monitor Port M1

Multi-Mirror

As shown in the figure down below, transmitted packets
from Network Port A0 to Al (or the other way around) that
meet the criteria set in Re-Direct Filter will be captured and
transferred to BOTH Monitor Ports.

Monltor Port MO/M1
Captured and transferred
to BOTH Monitor Ports <'< .
Network Port P“"e‘ Flow  \etwork Port
AD A1
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Universal Stream Counter (USC)

Universal Stream Counter Report
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When monitoring data flows in a network environment
with Network TAP devices, it is common to use packet
analyzers (or sniffers) for capturing and analyzing
packet frames. However, information acquired this way
may be too vast and complicated for pinpointing the
possible cause of network/product problems.

Unlike these common packet analyzers or sniffers
mentioned above, Universal Stream Counter (USC)
offers real-time statistics of network events during
packet monitoring and capturing, as shown in the figure
down below:

Universal Stream Counter

Network Network
Port #0 Port #1

" ]

[ S [ T T T TT ]

Packets | Bytes Broadcast | Mulicast | CRC | IP Rate
Src.IP i emor | Ghecksum | (Mops)
srtor

1721753 | 9430 | 700862 | 120 0 B 12

DA SA/VID | (Base+0)
MPLS_Label / = T
DIP SIP DR/ 17247.54 40988 | 5400562 | 19 [ o |o 168
sP (Base+1)
1724755 13000 | 17424002 | 23 12049 |0 |2 206

(Base+2)

Both of NuTAP-311’s Network Ports support Universal
Stream Counter (USC), each Network Port contains 1 set
of USC with packet filtering rules based on:

> DA (Destination Address) » SIP (Source IP)

> SA (Source Address) > D Port (Destination Port)

> VID (VLAN ID) > S Port (Source Port)

> MPLS > VLAN CoS (Class of Service)
> DIP (Destination IP)

Also, each USC can contain up to 256 sets of statistics
(up to 48-bits) including:

> Line Rate (Mbps) > Multicast
> Packets > IPCS Error
> Bytes » CRC Error
> Broadcast

Xtramus Technologies

"Operatinn Mode

& Normal Mode  © Jitter Mode

Universal Stream Counter can run under two modes:
Normal Mode and Jitter Mode. Under Normal Mode,
you can monitor/analyze statistics mentioned previously.
However, when under Jitter Mode, additional statistics
regarding to packet jitter will be displayed:

Delta Time Current  |Current time interval between packets

(ns*) Maximum |Maximum time interval between packets

Minimum |Minimum time interval between packets

The variance of time intervals between Maximum

i *
Jitter (ns”) Delta Time and Minimum Delta Time.

*ns: Nanosecond

Pattern Check

Forwarding Flllerl Capture Criteria I Re-direct Filter Pattern Check

[ Pattern 0 ~Description

The utility will compare the user-defined
walue set here with all packets received from
corresponding port. All packets contain with
the matched values will be captured.

Data:IUU 00 00 00 00 00 00 00

ByteEnable: ¥ ¥ ¥ ¥ ¥ ¥ F ¥
Resun;luu 00 00 00 00 00 00 00

T Pattern 1

Data:IDD 00 00 00 00 00 00 00

BvteEnable: ¥ W W F F F F

RESUH'IUU 00 00 00 00 00 00 0o

NuSet-MiniTAP can compare the user-defined value set
here with all packets received from corresponding port.
All packets contain with the matched values will be
forwarded/captured/re-directed according to settings.

Pattern Check Pattern Check
(25 (25
Network Port = Network Port o=
A0 Forwarding A0 Forwarding
Pattern Match Pattern Match
Capture [ =2 Capture
Network Paort n Re-direct  MNetwerk Port _ Re-direct
Al A1 ﬁ
1@ =
NuSet-MiniTAP Dynamic Chart
=
| ® & i
|update | Lne | PR B
Network Port AD S8 65 ~ 127 =

065445 05450 O0B5455 (BSS00 085505 065510
Network Port A1

B sie 128 - 255

B seesi024
B Erosdcast
B trmuticsst
0954:45  0A5450  O0RS4S5  OBSSO0  0B5S05 085540 B RxrTP v
Manitor Port ADAT N —

B sice 128 ~ 255
B siee 256 ~ 511

oy B sie 512 ~ 1023
V4 Size >1024
"/ EI evoadcast
B mruiuczst
055445 085450 (BS4SS 085500 085505 085510 B RxRTP =

Vertical Asks Scae (Part AD) Vertical Axis Scale (Port A1) | Vertical Axis Scale(Port AD,AL) -
Packet(oes) © Auto  serDetne | | packes(pps) @ uto C User et 1| | packetipns)® Auto € User etne |
Mo [2 Maxiren: 000 Mnirun: [ Madrrur: [1C i [ Marn:[ 100
Horizontal Axis Scale - -

Start Time: |2010/05/20 08:54:55

NuSet-MiniTAP provides a graphic interface which
allows you to monitor/interpret network packet streams
easily. You can set the graphic display as Line, Pie or
Bar chart.
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NuTAP-311 SYSTEM MANAGEMENT

System Management via Web Browser

Network

PC's Network
Interface Card (NIC)

Cennected to Netwo
via RJ45 Cable

NuTAP-311

Management Port

By connecting NuTAP-311 and PC to the same network,
you can configure/view NuTAP-311’s settings with the web
browser installed on your PC.

To access NUTAP-311's configuration webpage with your
PC’s web browser, please connect NuTAP-311's
Management Port to the network which your PC is
connected to as shown in the figure above.

System Management via HyperTerminal

PC's Serial Port

Connected via
RJ45-to-Serial Cahle W

PC Running
HyperTerminal

NuTAP-311

Console Port

By connecting NuTAP-311's Console Port to PC’s Serial
Port via RJ45-to-Serial cable, you can configure/view
NuTAP-311’s settings with HyperTerminal softwares
installed on your PC.

Xtramus Technologies

System Management via NuSet-MiniTAP

NuSet-MiniTAP is a utility software designed for
NuTAP-311 and runs under Windows® environment. With
NuSet-MiniTAP’s GUI (Graphic User Interface), users can
configure test parameters, access test data and upgrade
system firmware.

To use NuSet-MiniTAP, you need a USB Cable, and
connect this cable between NuTAP-311's Mini-USB Port
and your PC’s USB port as shown in the figure down
below.

PC's USB Port

o System Setting
* Firmware/FPGA Upgrading
e Power Supply via USB Port

Connected via
USB Cable

PC Running

NuSet-MiniTAP NuTAP-311

Mini-USB Port
alaix
b0 v e o e © WTRANTE
MuySgi-1Ylipnl TAP
Network TAP with Multi-Redirect and Sman-Filtering Rule
~—
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RELATED PRODUCT

NuTAP-S61
Network TAP with Two 10/100 Mbps Network Port and Two
10/100 Mbps Monitor Port
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Note: Information and specifications contained in this document are subject to change without notice.
All products and company names are trademarks of their respective corporations.
Copyright © 2011 Xtramus Technologies, all rights reserved.

Do not reproduce, redistribute or repost without written permission from Xtramus.
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